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Cardinal System Access Guide

The Cardinal System includes several applications to support users throughout the
Commonwealth. The Cardinal Portal connects system userstotheCo mmonweal t hés
Financials, Business Intelligence, and Human Capital Management (HCM) applications by
|l everaging the Virginia | nfor ma t-lbased |déhtegycahdn ol q
Access Management tool, Okta, to authenticate Cardinal users.

This Job Aid contains information on how to login to the Cardinal system. It is divided into
four sections.

1 Section One: Employees at COV agencies using agency provided email
1 Section Two: All Other Users:

o Contractors

o0 All other users, including:
A Users using a personal email address (COV or Non-COV)
A Users using an agency/locality provided email address (Non-COV)
A Terminated or retired employees

9 Section Three: Managing Your Account After Setup

This section contains detailed information related to managing your account (e.g.,
forgot password, forgot username, change security image) after initial setup.

i Section Four: Requesting Access to Cardinal

This section contains detailed information related to requesting access to Cardinal.

Important items to note:
1 We recommend you utilize a current version of Chrome when accessing Cardinal.

1 If you experience issues, please submit a help desk ticket to VCCC@Vvita.virginia.gov
and include the word A CRBersuetmirclude yourmame,h e s
email address, and a phone number where you can be reached.

1 Visit the Portal support page on the Cardinal Website for a complete list of COV and
Non-COV entities.
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Section One: Employees at a COV agency using an Agency
Provided Email

This section contains steps to access Cardinal for employees using an agency provided email
and their associated agencies are on the VITA managed Active Directory domain (i.e., COV).
No registration or activation steps are required if you fall in this category.

Note: If you are unsure of your network, visit the Portal support page on the Cardinal Website
for a complete list of COV and Non-COV entities.

Employees using Agency Provided Email (COV only)

1. Access Cardinal by entering the following URL in your web browser:
my.cardinal.virginia.gov.

Note: Bookmark this page in your web browser.

/}j Cardinal

Notice and Warning

This system is the property of the Commonwealth of Virginia. By
accessing and using this computer system, you are consenting to
system monitoring for law enforcement and other purposes. All
activity on this system is i . Evidence of i
access, unauthorized use, misuse, or abuse of this system or the
information contained in this system shall be promptly reported to
ppropriate  agency security , and
federal, state, and local law enforcement officials for investigation
and criminal prosecution. You will also be subject to all criminal
and civil penalties allowed by the law.

‘ [cardinal Username ‘

‘ Password ‘

Forgot Username Forgot Password

User Registration Sign-on Help

2. The Cardinal Login page displays. Inthe Cardinal Username field, enter your
Cardinal Username (i.e., agency provided email address or Cardinal Username for
existing FIN users (prior to 10/1/21).

3. Inthe Password field, enter the password. This is the same as your COV credentials.
4.  Click the Sign In button.
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Your User ID is l
ﬁcardinal Welcome!

Home Sign Out

Cardinal Applications Cardinal Messages

Finance (FIN) Begin Date
Human Capital Management (HCM)

Message

Business Intelligence (BI) Cardinal Website
VITA Customer Care Center
Manage Your Account

CAPP Manual

5.  The Cardinal Portal displays. Congratulations! You have completed the login process
to access the Cardinal Portal. Skip to Cardinal Portal Layout section for information
on various sections available within the portal.

Note: If you experience issues, please submit a help desk ticket to
VCCC@vita.virginia.govand i nclude the word fCBeswetmal 06 i n
include your name, email address, and a phone number where you can be reached.
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Section Two: All Other Users

This section contains detailed information about how to register, activate, and authenticate
your Cardinal account to access Cardinal.

The steps in this section are applicable to the following users:

1 Contractors

1 Users using a personal email address (COV or Non-CQOV)

9 Users using an agency/locality provided email address (Non-COV)
1 Terminated or retired employees

Note: The steps for a contractor are different than the other users identified in this section
and are listed separately.

Registering Your Account i Contractors

Registering your account is a one-time only process. This section walks you through the
registration process, including possible errors.

] Y 5

i | /f/ Cardinal

08 Notice and Warning

This system is the property of the Commonwealth of Virginia. By
accessing and using this computer system, you are consenting to
N system monitoring for law enforcement and other purposes. All
AR activity on this system is monitored. Evidence of unauthorized
access, unauthorized use, misuse, or abuse of this system or the
information contained in this system shall be promptly reported to
appropriate agency management, security personnel, and
federal, state, and local law enforcement officials for investigation
and criminal prosecution. You will also be subject to all criminal

and civil penalties allowed by the law.

Cardinal Usemname

Password

. - Forgot Username Forgot Password
: A,

Yo

" ¥

— Ll Rz

1. To register your account, click the User Registration link.
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//;j Cardinal

User Registration

What type of Cardinal application user are you?

O Active state employee
@ Contractor working for a state agency

O Terminated/Retired state employee

Return to Login Sign-On Help

2. The Cardinal User Registration page displays the question, What type of Cardinal
application user are you? Once the appropriate answer is selected from the three
options, the Next button becomes enabled. Click the Next button to proceed.
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User Registration

Before completing the registration process below,
please contact your Cardinal Security Officer to submit
a Cardinal Security Form and wait for confirmation from
the Cardinal Security Team. You can access the
Cardinal Security Officer link at Cardinal website.

* Enter email address.

Jgmail.com

Cardinal re-captcha
QRWER QO

OU3KFA
Next

Return to Login Forgot Username

3.  Enter your email address in the *Enter email address field.

4. Complete the Cardinal re-captcha field. Enter the code exactly as it appears. This
field is case sensitive.

a. Refresh ©: click the refresh icon to have a new Cardinal re-captcha code display.

b. Speaker ¥ : click the speaker icon to receive an audible Cardinal re-captcha
code.

5. Click the Next button.
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User Registration

Verify user details and click on ‘Register’ button to complete
the registration process. If any user information is inaccurate,
submit a help desk ticket to vecc@vita.virginia.gov and include
"Cardinal" in the subject line.

First Name :} S i |

LastName ||~
Agency 121400 - Longwood University

Email Address “\gmail.com

Return to Login Forgot Username

6. The Cardinal User Registration page displays. Verify the information displayed is correct and
click the Register button.

Note: If any of the information is incorrect, do not proceed. Submit a help desk ticket to
VCCC@vita.virginia.gov and include fiCardinaldin the subject line of the email. Be sure to
include your name, email address, and a phone number where you can be reached.

You will receive an email from the IT Service Desk <vccc@vita.virginia.gov> with an Incident

number and a |ink to VI TAO8s ticket system. Unf or
ticket system to track your issue. However, to assist with tracking, you will receive an update

via every time a comment is added to your inquiry. The Cardinal Team also will contact you

directly, using the contact information you provided, so that you can correspond about your

incident. A new ticket is required for any new issues. Due to high ticket counts, response time

may vary.
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User Registration

You have successfully completed the registration
process.

Instructions to activate your account have been sent to
your registered email address Ygmail.com.

Return to Login

7. After clicking the Register button, one of the four (4) following scenarios occurs:

a. Successful Registration! - When you have successfully completed the registration
process, a message displays indicating:

i. You have successfully completed the registration process.

ii. Instructions to activate your account have been sent to your registered email
address.

iii. The registered email address displays.

Note: Once you have successfully registered your account, go to the Activating Your
Account section.
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b. Incorrect Email: If you have not successfully completed the registration process,
or if you entered the email address incorrectly, a message like the one above displays.

If the email address you entered is incorrect, click the OK button and enter the
correct email address. This should be the email address that was submitted by
your agency/locality.

If the email address you entered is correct, you will need to submit a help desk
ticket to vccc@vita.virginia.gov and include fCardinaloin the subject line. Be sure
to include your name, email address, and a phone number where you can be
reached.

Note: You will receive an email from the IT Service Desk
<vccc@vita.virginia.gov> with an I ncident
system. Unfortunately, you will not be able to access the ticket system to track

your issue. However, to assist with tracking, you will receive an update via every

time a comment is added to your inquiry. The Cardinal Team also will contact

you directly, using the contact information you provided, so that you can

correspond about your incident. A new ticket is required for any new issues. Due

to high ticket counts, response time may vary.
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